QR Code Best Practice

With the rising popularity in utilizing QR codes to share your websites, sign up forms and event links, we realize there is a need to provide staff with security awareness, as it relates to creating QR codes. 
 
QR codes themselves are not risky. What is risky is relying on a third party to redirect users. 
 
Free QR code generator websites can be posing as a trusted entity only to illegally acquire sensitive information. Whoever runs that website will have access to the content you’ve linked to the QR code. They could recreate that content and masquerade as you, all while encouraging users to provide information upon scanning. The third-party website can change the destination URL of your QR code at any time, at their discretion. 
 
To protect the organization and our end users, do not use free QR code generator websites. A secure paid account for QR code generation protects your content and the information of the individuals interacting with your QRcode. 
 
We use the website Flowcode to generate QR codes. Flowcode is compliant with the California Privacy Rights Act (CPRA) and General Data Protection Regulation (GDPR) which allows us to create QR codes with the comfort of knowing our information is protected along with protection of the end users privacy. 
 
If you need a QR code, email the Communications Admin Coordinator with the URL you would like to be linked to the QR code. We can make them very fast and are happy to help with this. 
 
Thank you for your cooperation as we grow in understanding of this new technology.

